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COURSE DESCRIPTION

I. Catalog Description

CS 4600   Cryptography and Information Security (3)
Information security fundamentals. Symmetric and asymmetric encryption. Digital signatures and certificates. Applications of cryptography.

Pre-requisite(s): CS 2400 with a grade of C or better, or consent of instructor


II. Expected Outcomes

On successful completion of this course, students will be able to:
· Learn the basics of information security and cryptography: confidentiality, integrity and availability
· Design classical ciphers and cryptanalysis
· Analyze the design of a symmetric encryption mechanism such as AES
· Analyze the design of an asymmetric encryption mechanism such as RSA and its usage in Public Key Infrastructure
· Learn cryptographic communication protocols for key exchange, authentication, and resource access control understand their use in practical secure communication mechanisms.  
· Be familiar with Social engineering, software security and network security issues.  



Outcomes of this course will build student capacity in each of the following areas as defined by programmatic objectives for the computer science major.
· P-SLO 2:   An ability to analyze a problem, and identify and define the computing requirements appropriate to its solution.
· P-SLO 3:   An ability to design, implement, and evaluate a computer-based system, process, component, or program to meet desired needs.
· P-SLO 10: An ability to apply mathematical foundations, algorithmic principles, and computer science theory in the modeling and design of computer-based systems in a way that demonstrates comprehension of the tradeoffs involved in design choices.


III. Instructional Materials

Texts may vary with instructor and over time. Examples of possible texts include:
Cryptography and Network Security: Principles and Practice, 6/E, William Stallings
ISBN-10: 0133354695 • ISBN-13: 9780133354690 ©2014 • Prentice Hall • Paper, 752 pp


IV. Minimum Student Material

Course textbooks


V. Minimum College Facilities

Computer laboratories, library, Blackboard, classroom with a projection system


VI. Course Outline

· Information Security and Cryptography Foundations 
· Classical Ciphers 
· Symmetric Encryption and AES 
· Asymmetric Encryption and RSA 
· Key Exchange/Distribution Protocols 
· Authentication Protocols 
· Network Security 
· Software Security 
· Social Engineering 


VII. Instructional Methods

· Lecture
· Problem-solving
· Discussion
· Project-based learning
 

VIII. Evaluation of Outcomes

A. Student Assessment
     Homework assignments and projects, Mid-term, Final, Quizzes.
 
B. Meaningful Writing Assignment
     Students shall produce written solutions or proofs or programs to problems that are 
     assigned as homework and/or programming projects and explain their reasoning.

C. A Matrix of Course Student Learning Outcomes vs Methods of Assessment
     If the course is being evaluated for accreditation purposes, approved department 
     accreditation assessment tools will additionally be utilized. 

	Course Learning Outcomes
	Methods of Assessment

	
	Homework Assignments
	Programming Projects
	Quizzes
	Exams

	Learn the basics of information security and cryptography: confidentiality, integrity and availability
	x
	
	x
	x

	Design classical ciphers and cryptanalysis
	x
	x
	x
	x

	Analyze the design of a symmetric encryption mechanism such as AES
	x
	x
	x
	x

	Analyze the design of an asymmetric encryption mechanism such as RSA and its usage in Public Key Infrastructure
	x
	x
	x
	x

	Learn cryptographic communication protocols for key exchange, authentication, and resource access control understand their use in practical secure communication mechanisms.  
	x
	x
	x
	x

	Be familiar with Social engineering, software security and network security issues.  
	x
	
	x
	x




