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Protecting sensitive data has become a critical concern for many. Encryption still remains as a 
fundamental defense mechanism to secure digital information, but that alone is not enough. 
User-controlled encryption can limit the impact of incidents, such as breaches and could lead to loss 
of important data if the key is not handled carefully. In this research we experimentally evaluate the 
following mechanism on AWS and Google Platforms: Server Side Encryption(SSE), Client Side 
Encryption(CSE), and Bring Your Own Key(BYOK) to analyze the usability versus trust trade-off. 
The vendors we used in this experiment to test encryption were Amazon Web Services(AWS), with 
their S3 and Key Management System(KMS) platforms, and Cryptomator. These vendors are quite 
popular among companies and people who wish to keep their data secure and private, used 
worldwide, which is precisely why we chose them, to see just how usable the encryption is to the 
average person. We found that while CSE allows for more user control, it brings with it the chance of 
losing data due to human error. SSE is more non-expert friendly, but requires more trust in the 
vendor and virtually no control is with the user. BYOK allows for the user to have more control, as 
they create the key, but requires more expertise and coding experience, while also running the risk of 
losing the key and therefore the data. 

Abstract Approach

Tests

There were several usability and operational challenges throughout the course of this 
experiment. In SSE-S3, since we could not see or manage encryption keys, it was difficult 
to gauge true security, since it requires fully trusting AWS for key generation, storage, and 
rotation, which may have led to oversights of important security concepts. SSE-KMS 
with AWS-managed keys adds a little more transparency, but still limits control, and it 
was quite easy to misconfigure KMS policies accidentally, locking out access. S3 and 
Google Colab required us to generate, store, and share Advanced Encryption 
Standard(AES) keys securely, leading to a high risk of key loss or insecure distribution, 
along with the addition of CSE over SSE encryption making decryption steps slightly 
more confusing, requiring more understanding of coding languages to pull it off 
smoothly. Cryptomator offered full client-side control, but also demanded strong 
password management, and we ended up forgetting a password and losing a vault of files, 
which is a very common problem with CSE setups and likely one many users have run 
into. AWS S3 with a CMK let us have better control, but we ran into many permission 
issues and lost a lot of time trying to gain access, as the KMS interface was very 
confusing, lowering its usability.

Analysis/Discussion

Conclusion
Through the testing of different encryption models, from SSE to CSE, we experienced just 
how delicate the balance between security, control, and ease of use is. Each model offers 
different, unique strengths, as SSE allows for simplicity and automation while CSE lets 
users have complete control over their data. Distinct risks were also clear for each test, 
such as the complete trust that needs to be put into providers to keep user data safe, as well 
as operational complexity or irreversible data loss in user-controlled scenarios. To better 
help understand each model’s usability, we used the tests to calculate the usability index 
from the SUS scale for each one: 82.5 for SSE-S3, 65 for SSE-KMS, 57.5 for S3+Colab, 
92.5 for Cryptomator, and 52.5 for AWS KMS CMK. The results overall show that 
usability is just as important as cryptographic strength when encrypting in real world 
circumstances, since a model must be easy to use, able to recover in the event of 
compromised security, and trustworthy. Our next steps to further dive into the usability of 
encryption models would be to get user data from a wider sample, to account for many 
different scenarios and experiences.

To evaluate and compare the usability, effectiveness, and practical challenges of common encryption 
key management models in real-world cloud storage scenarios, data on how typical users handle tasks 
relating to keys is necessary. In order to accomplish this, basic usability data, such as encountered 
errors and strengths and weaknesses, as well as System Usability Scale(SUS) scores, along with even 
further qualitative insights on which steps were confusing and which processes were complex will be 
noted, along with performance logs showing how securely and reliably each encryption model protects 
data in a cloud context when managed by real users. The encryption models tested are the following:
● SSE-S3, where AWS handles all of the encryption
● SSE-KMS, where AWS still manages everything but allows the user more transparency
● S3+Colab, where the user separately generates the key in Google Colab and uses it to encrypt in S3
● Cryptomator, where the user uses a self-created password to use a provider generated key to 

encrypt their files
● AWS KMS Customer Managed Key(CMK), where the user generates a key using KMS
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Figure 1: A diagram showing how SSE works.
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Figure 2: A diagram showing how BYOK works.

Figure 4: A diagram showing the life cycle of a key.
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Figure 3: A diagram showing how CSE works.
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