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Mobile Device 5G Network Risks

Figure 1: Minimum and maximum speeds achievable by each cellular 
network generation. 
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The fifth generation mobile network (5G) has the capability to be one 
hundred times faster than that of its 4G predecessor, has a stronger 
connection and a lower rate in the time it takes to capture, transmit 
and process data (latency). 5G networks allow the use of new mobile 
applications like those installed in your vehicle or those installed on 
your mobile phone to monitor your health. Faster speeds over 5G also 
mean that malicious attackers can deploy more attacks against our 
devices. Increased compatibility with applications also means that 
attackers have access to more data and sensitive information than ever 
before. As with all aspects of mobile security the human factor plays a 
huge role. People inadvertently aid attackers in obtaining access to 
information. 

Mobile device carriers should not take this lightly as they are the 
ones that profit from this industry. We receive the benefits for better 
technology but it comes at a price. Carriers should also promote
awareness when it comes to downloading third party apps and
opening emails from unknown sources. Usually companies act after a 
major breach has happened. Awareness can help with prevention.
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Source: 
https://www.youtube.com/watch?
v=Xby7duC6RVo 

Source: 
https://mobiletrans.wondershare.
com/5g/5g-meaning.html 

Figure 2: Amount of Malware infections over time.

One of the challenges is the availability of data and research on 5G. It 
is estimated that mobile device carriers have collectively covered 75%
of the United States with 5G., but thorough and global rollout of 5G 
will take a little more time. 

The major challenge with mobile device security will continue to be 
the human factor. Even if software is in place with these advancements 
the general public must be willing and able to know how to protect 
themselves.


