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Post-Quantum Cryptography
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Problem

Analysis Challenges

Recommendations
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• Quantum computers (QC) are on track to 
break our current encryption algorithms

• Strong encryption standards is necessary to 
protect data 

• QC cracking algorithms, private data will be 
exposed

• RSA crack – conventional computer vs. QC

• Processing times for bits vs. qubits
• Lattice-based cryptography

• Shortest Vector Problem (SVP)
• Distributed web-systems
• NIST Post-Quantum Cryptography 

future standardization

• Shor's Algorithm
• Harvest data-collect now, crack later
• Migration time

• Implement migration now
• Post-quantum protocols developed with 

quantum key distributions
• Research and collaboration with existing 

infrastructure and researchers
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