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- Had to learn IoT ecosystem 
- Set up testing environment with MITM Proxy and learn its Python API 
- Time constraint due to other classes / projects 

- Many IoT devices including vacuum robot are built recklessly that affect user 
privacy 
- The main issues come from lacking proper access control, using hardcoded serial 
number system and not maintaining IoT device state consistency. 
- Manufacturers should not only focus on designing a “beautiful” robot but also 

need to secure their cloud server 
- Users should choose and inspect their IoT devices carefully to prevent the case 

that their device may be weaponized for  bot net attacks
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