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EMPLOYEE OFFBOARDING CHECKLIST
The following offboarding checklist should be completed by the employee prior to the employee’s last day in the office or last day of remote work. Please note that all items on this checklist may not apply to every employee.
COMPLETE HUMAN RESOURCES ACTIONS
	☐	Complete the Separation and Clearance ServiceNow Form
· Resignations and Retirements. Faculty and staff should provide a written notice to the university via their supervisor. The notification should indicate the following: (Click here for letter template)
· Follow the step-by-step process in the Separation Guide for Employees for additional support.
NOTE: If you entered the details incorrectly in ServiceNow, or any of the details need to change, please cancel your separation request and submit a new request. To cancel your request, login to Employee Services and locate your request under My Tickets.  

	☐	All entries must be made in Absence Management.

	☐	View and update your personal information (i.e., mailing and email address)

	☐	Complete exit questionnaire survey.

	☐	Complete Conflict of Interest Form 700 - if required by ELR&C.

	☐	If you have any questions regarding your benefits, call the Benefits department at (909)-869-3553.


RETURN UNIVERSITY PROPERTY (Between the hours of 8:00 a.m. - 5:00 p.m., Monday – Friday)
	☐	Keys (Campus keys)
· Bldg. 81, Facilities Management

	☐	Parking Decal
· Bldg. 121-East-1160, Office of Student Accounts and Cashiering Services
· Permit must be returned on last day or last week of employment and a temporary permit will be issued to use during that time only.

	☐	Credit/procurement card(s) and related receipts
· Bldg. 98, B1-113, University Financial Services 

	☐	Travel card(s) and related receipts
· Bldg. 121-East-2160, University Accounting Services

	☐	Library Assets (i.e., books, online, DVD, and/or CD media and texts, periodicals)
· Bldg. 15 – University Library


Items can also be returned at Bldg. 121-West-2700 (second floor), Human Resource Services.
RESOLVE OUTSTANDING FINANCIAL OBLIGATIONS
	☐	Reconciliation of State p-card, Travel Card, declining balance card, purchasing card, and any other transactions.

	☐	Complete outstanding travel claims.

	☐	Reimburse any charges owed to university.

	☐	Reimburse charges owed to other departments (e.g., Library, Parking).

	☐	Return any advances and petty cash.


COMPLETE/RETURN DEPARTMENT ACTIONS
	☐	Discuss the status of your work assignments and any pertinent information with your supervisor using the Documentation of Work, Committees, and Events form.

	☐	Computers/laptops/tablets/hotspots or other peripheral equipment (e.g., printers, cameras) cellular phones, etc. that you have in office or at home.

	☐	All special accommodation equipment and any university owned equipment (e.g., headphones, office chair, etc.) you may have in office or at home.

	☐	Remove all personal items from work area(s).

	☐	Records (documents, files, correspondence, etc.).

	☐	Uniforms/gear/tools/instruments/job accessories.


ENVIRONMENTAL HEALTH & SAFETY
	☐	If you were responsible for any laboratory or hazardous chemicals, gas cylinders, biological materials (e.g., animal tissue, diagnostic specimens, microorganisms, cultures), bio-hazardous materials (e.g., infectious substances and CDC Select Agents), controlled substances, radiological materials and/or hazardous wastes, provide evidence of consultation with Environmental Health & Safety (EHS) to your supervisor regarding the disposition of these materials.


COMPLETE INFORMATION TECHNOLOGY ACTIONS
	☐	Email. Determine if your email address should forward messages to another email address, and for what period. 
· Contact the IT Service Desk for assistance.
Establish an Out of office message.
· Contact the IT Service Desk for assistance.

	☐	Paper files must be promptly reviewed by the appropriate manager to determine if the files require retention.  If the files require retention, the appropriate manager will determine who will become the data steward of such files and transfer the files accordingly.   

	☐	Access to electronic files must be promptly reviewed by the appropriate manager to determine if others require comparable access or the files need to be transferred to ensure continued operations, as well as appropriate data retention.  Employees can obtain incidental personal electronic information as appropriate.

	☐	Access to electronic applications and systems must be promptly reviewed by the appropriate manager to determine if others require comparable access to ensure continued operations.  

	☐	Physical access should be reviewed by the appropriate manager to determine if access should be transferred to another staff member to ensure continued operations.
· Items granting physical access such as keys and access cards must be collected from the exiting employee. Any access list that grants the exiting employee physical access to a limited-access area on the campus must be updated appropriately to reflect the change in employment status.  

	☐	Telephone assignments must be reviewed by the appropriate manager to determine if assignments should be forwarded and/or reassigned.

	☐	If access to employee’s electronic account information, such as email, files, is required after separation, the employee, HEERA, AVP, or Vice President should contact the campus CISO at ciso@cpp.edu.  All requests are subject to CISO and CIO review and approval.


Information resources, including data created and used by the California State University System (CSU) and Cal Poly Pomona (CPP), are critical assets of the CSU and Cal Poly Pomona.
It is the policy of the CSU that access to information resources is removed at the end of employment, or when job duties no longer provide a legitimate business reason for access. When an employee voluntarily or involuntarily separates from the campus, information system privileges, including all internal, physical, and remote access, must be promptly revoked.  Information assets accessed by the employee need to be properly disposed or transferred upon termination.  (ICSUAM 8000)
Risks & Considerations 
Campuses must ensure that their information assets and services can continue to operate and be appropriately accessible to users through and after disruptions, which includes employee separations. This includes ensuring the continuity of essential functions and operations. (ICSUAM 8000)
Any exceptions must be documented by the campus Chief Information Security Officer (CISO) and authorized by the division Vice President and Chief Information Officer (CIO).
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