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Quantum Engineering

• Experimental Quantum Entanglement

• Experimental Quantum Cryptography

• Quantum technologies for robotics and 
autonomy applications
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Mechanical Systems + Classical Computers

Mechanical Systems

+

The State of 

the art

=

Classical 

Computers/Technologies
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Mechanical Systems + Quantum Technologies

Mechanical Systems

+

Quantum Robotics 

and Autonomy 

(e.g., The Alice and 

Bob Robots)

=

Quantum 

Computers/Technologies
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Literature review 
(Mechanical Systems and/or Education + 

Quantum Technologies)
• Drone-to-Drone Quantum Key distribution (Kwiat, P., et al., 2017). 

The aim is to enhance quantum capability (not mechanical 
systems).

• Space and underwater Quantum Communications (various 
references). The aim is enhancing communication not mechanical 
systems.

• Preparing for the quantum revolution -- what is the role of higher 
education? (https://arxiv.org/abs/2006.16444)

• Achieving a quantum smart workforce 
(https://arxiv.org/abs/2010.13778). 5

https://arxiv.org/abs/2006.16444
https://arxiv.org/abs/2010.13778


Introduction

• When quantum technologies/computers become available in 
a multi-agent robotic system: How the quantum computer is 
integrated to mechanical systems (e.g., robots, autonomous 
systems)

• Hybrid quantum-classical technologies for autonomous 
systems – quantum is good for solving some problems and 
classical for others
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Photon Quantum Mechanics 

Polarization of light:

https://www.youtube.com/watch?v=6_C8KyU67RU

Quantum Entanglement Lab - by Scientific American:

https://www.youtube.com/watch?v=Z34ugMy1QaA&t= 
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V: Vertical Polarization
H: Horizontal Polarization

Electromagnetic wave

https://www.youtube.com/watch?v=6_C8KyU67RU
https://www.youtube.com/watch?v=Z34ugMy1QaA&t


Quantum Cryptography 
(demonstration kit)  
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Ref: Thorlabs:
https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-

EnglishManual.pdf

https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-EnglishManual.pdf


Parametric Down Conversion Process
Barium borate (BBO) Crystal

• Parametric Down Conversion Visualization

https://www.youtube.com/watch?v=5Iv6dJD4q4A

• One Photon In, TWO Photons Out

https://www.youtube.com/watch?v=1MaOqvnkBxk
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https://www.youtube.com/watch?v=5Iv6dJD4q4A
https://www.youtube.com/watch?v=1MaOqvnkBxk


BBO Crystal

10

R. Rangarajan, M. Goggin, and P. Kwiat, "Optimizing type-I polarization-

entangled photons," Opt. Express  17, 18920-18933 (2009). 

V: Vertical Polarization H: Horizontal Polarization



Schematic of the Quantum 
Entanglement Experimental Setup
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Information about the set up is available in Section 2.1 in “Quantum Teleportation 

for Control of Dynamic Systems and Autonomy”: 

https://arxiv.org/ftp/arxiv/papers/2007/2007.15249.pdf

Note: Only two detectors (two channels of the SPCM) are used in the experiment shows in the next slides, and 

the polarizer is not used in this initial test.

References on “Quantum Robotics and Autonomy”: 

https://arxiv.org/search/?query=khoshnoud&searchtype=all&source=header

https://arxiv.org/ftp/arxiv/papers/2007/2007.15249.pdf
https://arxiv.org/search/?query=khoshnoud&searchtype=all&source=header


An overview 
of the 

Quantum 
Entangleme

nt 
Experiment

al Setup 



Laser

BBO

Collimators

The setup:
-405 nm 100 mW Laser
-A BBO crystal
-Two 810 nm filters in front of 
two Collimators
-Fiber optic cables (from the 
collimators to the SPCM)
-A Single Photon Counter 
Module (SPCM-AQ4C)
-FPGA (used as a photon 
coincidence counter)
-LabView program (to receive 
and show the data)



The setup:
Two 810 nm filters in 
front of two Collimators , 
Fiber optic cables (from 
the collimators to the 
SPCM), a Single Photon 
Counter Module (SPCM-
AQ4C), FPGA (used as a 
photon coincidence 
counter), LabView
program (to receive and 
show the data)

Collimators

FPGA

SPCM



The setup:
A Single Photon Counter 
Module (SPCM-AQ4C), 
FPGA (used as a photon 
coincidence counter)

FPGASPCM

SPCM/FPGA 

Interface
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Experimental results 

The single counts for two (SPCM) detectors (A’ and B) show 84751 (for A’), and 84751 
(for B) and coincidence counts of 708 for A’B coincidences (in Figure below): 
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Quantum Cryptography 
(demonstration kit)  
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Ref: Thorlabs:
https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-

EnglishManual.pdf

https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-EnglishManual.pdf


Quantum Cryptography 
(demonstration kit)  
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Ref: Thorlabs:
https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-

EnglishManual.pdf

https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-EnglishManual.pdf


Quantum Cryptography 
(demonstration kit)  
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Ref: Thorlabs:
https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-

EnglishManual.pdf

https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-EnglishManual.pdf


Quantum Cryptography 
(demonstration kit)  
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Ref: Thorlabs:
https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-

EnglishManual.pdf

https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-EnglishManual.pdf


Quantum Cryptography 
(demonstration kit)  
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Ref: Thorlabs:
https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-

EnglishManual.pdf

https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-EnglishManual.pdf


Quantum Cryptography
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Ref: Thorlabs:
https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-

EnglishManual.pdf

Quantum cryptography, animated: https://www.youtube.com/watch?v=LaLzshIosDk

https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-EnglishManual.pdf
https://www.youtube.com/watch?v=LaLzshIosDk


Quantum Cryptography 
(demonstration kit)  
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Ref: Thorlabs:
https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-

EnglishManual.pdf

https://www.thorlabs.com/drawings/7dc1a0a51f66aa9b-610D055E-0A11-1562-E8F38E3EDDF533AA/EDU-QCRY1_M-EnglishManual.pdf


Quantum Robotics and Autonomy
Integrating Quantum Technologies with physical Engineering Systems (at macroscale)

Pushing the engineering boundaries beyond classical techniques 
Quantum Multibody Dynamics Initiative: Pushing the engineering boundaries beyond existing techniques

https://www.youtube.com/watch?v=ForcnzWzG1M&t= 

• Implementing Experimental 
Quantum  Entanglement for 
Robots (robots to share 
entangled photons) to utilize 
and enable quantum 
entanglement, “spooky action 
at a distance”, for cooperative 
autonomy.

• Accessing guaranteed security 
for cooperative autonomy by 
Quantum Cryptography.

• Quantum Teleportation for 
communications in between 
multi-agent autonomous 
systems by teleporting 
quantum states.

Ref.: Farbod Khoshnoud, I.I. Esat, C.W. De Silva, Marco B. Quadrelli (JPL), Quantum Network of Cooperative Unmanned Autonomous

Systems, Unmanned Systems journal, Vol. 07, No. 02, pp. 137-145, 2019.

F. Khoshnoud, I.I. Esat, S. Javaherian, B. Bahr, Quantum Entanglement and Cryptography for Automation and Control of Dynamical Systems, Special

issue of the Instrumentation Journal, Edited by C.W. de Silva, Vol. 6, No. 4, pp. 109-127, 2019. [Preprint PDF].

F. Khoshnoud, I.I. Esat (Brunel), Marco B. Quadrelli (JPL), Dario Robinson (UPD Police), Quantum Cooperative Robotics and Autonomy, Special issue of

the Instrumentation Journal, Edited by C.W. de Silva, Vol. 6, No. 3, pp. 93-111, 2019. VIDEO. [Preprint PDF]

https://www.youtube.com/watch?v=ForcnzWzG1M&t
https://www.worldscientific.com/doi/abs/10.1142/S2301385019500055
https://arxiv.org/ftp/arxiv/papers/2007/2007.08567.pdf
https://www.youtube.com/watch?v=ForcnzWzG1M&t=91s
https://arxiv.org/ftp/arxiv/papers/2008/2008.12230.pdf


Integration of Quantum Technologies with Engineering 
Systems to Access Quantum Supremacy at Macroscale

Quantum Entanglement, Cryptography, and Teleportation For 
Control of Dynamical Systems and Autonomy

“Alice Robot”“Bob Robot”

“Alice Drone”

Entangled Photons are 
generated by 
‘Spontaneous 

Parametric Down 
Conversion’, and sent 

to Alice and Bob 
Robots

Quantum Entangled 
Photons will be 

received by the Single 
Photon Counter (SPC) 

modules placed on the 
robots

• Polarizations of the entangled photons will be converted to classical digital 
information for digital control and autonomy applications, 

• or in case of accessing quantum computers in future, will be used directly by 
quantum computers* for autonomy

*in fact, using any classical transfer of information between robots equipped with quantum processors/computers 
(when quantum computers become available in future) can actually defeat the advantage of quantum computers.
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Quantum Teleportation
for Control of Dynamic Systems and Autonomy 

Farbod Khoshnoud, Lucas Lamata (Sevilla), Clarence W. De Silva (UBC), Marco B. Quadrelli (JPL), Quantum Teleportation 
for Control of Dynamic Systems and Autonomy, Mechatronic Systems and Control Journal, 2020, [Preprint link].

https://arxiv.org/search/?query=khoshnoud&searchtype=all&source=header


Quantum Brain-Computer Interface
(Q-BCI)

Paper in progress. 31



Quantum Algorithms for Multi-agent 
Autonomous Systems (An example)

32



Quantum Entanglement of Autonomous 
Vehicles for Cyber-physical security
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 Choose a random direction for a task (e.g.,

moving, applying force).

 The probability of random directions can be

enhanced via probability weight factors for

“suitable” directions.

 Decide to perform the task by the quantum

measurement of the spin of the particle (for

the vehicle/robot) reserved for this

direction.
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Farbod Khoshnoud, C. W. de Silva, and I. I. Esat, Quantum Entanglement of Autonomous Vehicles for Cyber-

physical security, IEEE International Conference on Systems, Man, and Cybernetics, Banff, Canada, October 5–

8, 2017.
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Quantum Entanglement of Autonomous 
Vehicles for Cyber-physical security
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Autonomous Vehicles finding each other with no communication
2D problems 3D problems

Farbod Khoshnoud, C. W. de Silva, and I. I. Esat, Quantum Entanglement of Autonomous Vehicles for Cyber-physical 

security, IEEE International Conference on Systems, Man, and Cybernetics, Banff, Canada, October 5–8, 2017.
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Quantum Entanglement of Autonomous 
Vehicles for Cyber-physical security
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Autonomous Vehicles performing a task (pushing an object) with no communication.

2D Simulation 3D Simulation

Farbod Khoshnoud, C. W. de Silva, and I. I. Esat, Quantum Entanglement of Autonomous Vehicles for Cyber-

physical security, IEEE International Conference on Systems, Man, and Cybernetics, Banff, Canada, October 5–

8, 2017.
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Quantum Computing
• Research

– Quantum algorithms/computing

• Quantum Games (multi-agent robotic systems preforming tasks)
– There is a higher chance of wining a quantum game compare with a corresponding 

classical game

– When robot sensors fail or limited in performing a task, quantum game can enhance the 
probability of successfully complete the task 

• Quantum Annealing for multi-agent robotic trajectory optimization 
– Quantum optimization can help in optimizing a trajectory of robots in a multi-agent 

robotic scenario 

• Implementing the quantum algorithms 

• Testing the algorithms

• Uploading the quantum algorithms on classical microcontrollers on the 
robots
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Automated Alignment
• Research

– Quantum algorithms/computing

– Experimental photon quantum mechanics for entanglement, teleportation, 
and cryptography

• A current limitation of Experimental quantum 
techniques for robotic applications is alignment of 
the photon beams to the detectors when robots are 
moving:

A feedback control system for continuous alignment of 
beam sources to the detectors are implemented for 
robotic applications 

38



Quantum Classical Integration
• Research

– Quantum algorithms/computing

– Experimental photon quantum mechanics for entanglement, teleportation, 
and cryptography

– Integration 

• The robots will operate for performing some autonomous tasks (for 
example moving to a target or pushing an object cooperatively).

• Innovation: It has not been done before. The basic quantum robotic tasks 
in  will pave the way to more advanced and novel techniques.

• Examples of the impacts: Demonstration of Emergency response and 
security applications when robotic sensors fail or limited in responding in 
Phase. 
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Quantum Robotics and Autonomy
• Research

– Quantum algorithms/computing

– Experimental photon quantum mechanics for entanglement, teleportation, 
and cryptography

– Integration 

• Education
– Development of Integrated Quantum Engineering (Mechatronics) lab 

experiments for teaching 

40



Quantum Mechanics experiments for education
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How to set up parametric down-conversion experiments

https://www.youtube.com/watch?v=PhJtL97VNEI&feature=youtu.be
42

https://www.youtube.com/watch?v=PhJtL97VNEI&feature=youtu.be


Remote laboratory 

Online remote teaching (Online Quantum 
Robotics and Autonomy). Example:

https://medialibrary.colgate.edu/Watch/Hw6b2
A5R

43

https://medialibrary.colgate.edu/Watch/Hw6b2A5R


Modernizing Mechatronics 
Education

Five quantum engineering experiments for 
undergraduates for Mechatronics Courses:

• Experimental Photon Quantum Entanglement 

• Quantum Cryptography

• Quantum algorithms using Amazon Braket.

• Quantum Communication for multi-agent robotics

• Quantum Classical Integration. 
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Quantum 
Engineering 
Workshop

(NOT Finalized yet)

Workshops at CAST, 
Caltech/Cal Poly -

Quantum Robotics 
and Autonomy 
Workshops for 
Students and 

Instructors
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Future work

• Fault-tolerant quantum computation.

• Error-correcting codes. 

• Implementation of Quantum Capabilities for 
Small Satellites in the lab.

• Applications of Quantum Robotics and 
Autonomy for Emergency Response, and 
Situation Awareness. 
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