Cal Poly
Pomona

Problem

An Internet of Things (IoT) device 1s
any device that communicates through a
wireless network. Examples include
your phone, smartwatch, smart light
bulb, security camera, and even smart
refrigerator. In recent years, the
proliferation of IoT devices has surged
due to consumer demand. They are
highly attractive due to their potential to
automate many daily tasks, making life
more convenient and business
operations more efficient, ultimately
enhancing our lives. However, they
remain vulnerable to cyberattacks. The
goal of this project 1s to comprehend the
TCP/IP model, explore the physical
layer of wireless communication, and
investigate vulnerabilities present in IoT

devices utilizing tools such as Raspberry
P1 and HackRF One.
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Approach

Part A: I began by setting up a Raspberry P1 as a web

server and hosting a basic website on it. Then, I used a

router to connect the Raspberry P1 and my PC to the
same network so I could access the website from my
PC. Using Wireshark, I captured and analyzed the
network traffic. This hands-on approach helped me to
understand how data traverses across various network

layers and provided practical insight into the transport
layer of the TCP/IP model.

Part B: Transitioning to an exploration of the physical
layer, I worked with HackRF One, a software-defined
radio (SDR) capable of capturing radio frequency
signals. Given that WiF1 utilizes radio frequencies for
data transmission, HackRF's functionality extends to
capturing WiF1 signals. However, due to its focus on
the physical layer, HackRF alone cannot interpret
TCP/IP packets. To overcome this limitation, I used
Wireshark to demodulate and extract the packets
needed for analysis.
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Challenges

The most challenging part of this project 1s bridging the gap between the transport

and physical layer. While devices utilizing WiF1 are easily accessible on the
physical layer, the 1ssue 1s translating the analog signals captured by the HackRF
into analyzable data. Part B remains a work in progress, as I have yet to
successtully analyze any packets on Wireshark. The need for additional processing
of the analog signal to demodulate, filter, and decode the captured data presents a
significant challenge. Additionally, factors such as the HackRF’s constrained
frequency bandwidth and potential noise within specific channels can further
constrain 1ts ability to capture WiF1 signals effectively.

Figure 2: HackRF captures
WiF1 signal (Part B)
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