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Abstract— Dropbox is a cloud based file storage service used by 
more than 200 million users. Its ability to seamlessly provide 
cloud storage with minimal user complexity is the key for its wide 
spread popularity. Despite of its high usability, Dropbox has been 
recently criticized for loose ends in security. Security and 
usability is not always mutually exclusive, and we believe there is 
still a lot of room to improve Dropbox’s security without affecting 
the unique user experience. In this paper, we present a RAM 
analysis based method to extract the key security token for 
account access. In addition, we describe a new technique to 
bypass authentication and gain unauthorized access to Dropbox 
accounts by using the new tray_login feature on the most current 
Dropbox client (v2.4.x). Through these exploits, we demonstrate 
that most of these security issues are at the level of 
implementation, rather than design. Finally, we describe 
potential resolutions that can improve Dropbox’s security 
without affecting its high usability. 

Keywords—Dropbox; RAM Analysis; Security token; 
Unauthorized Access; OAuth 2.0  

I. INTRODUCTION  
Dropbox is a cloud based storage service used by more 

than 200 million users. Dropbox also serves four million 
businesses and 97% of the Fortune 500 companies. As one of 
the most popular cloud storage services, Dropbox’s security 
features have been examined extensively [1]. In this paper, we 
attempted to extend those concepts and identify similar 
vulnerabilities in the most current version of Dropbox client 
(v2.4.x). 
 

Most attacks described in this paper take advantage of the 
Bearer Token described in OAuth standard [2]. OAuth 
provides a method for clients to access server resources on 
behalf of a resource owner, without sharing resource owner’s 
credential. OAuth is needed in situations such as granting 
access right to third party applications, where handing off user 
credential is undesirable. A Bearer Token is then used in place 
of user credential for authentication. To prevent misuse, these 
tokens need to be protected from disclosure in storage and in 
transport.  

Dropbox currently uses a Bearer Token known as the 
host_id, to replace all the necessary credential for account 
access. The token is generated when user registers a device 

with their Dropbox account. Current attacks that target the 
host_id involve decryption of the encrypted configuration 
database, or Reflective-DLL injections. In Section 2, we cover 
these existing exploits in details. We then propose a novel 
approach to obtain the tokens through RAM Analysis in 
Section 3. Although Dropbox released a patch on Sept. 27, 
2013 to fix a known security issue of using desktop client’s 
tray_login function to bypass authentication, we demonstrate 
a new attack exploiting the implementation of this most recent 
patch in Section 4.  

We hope our work inspires the community to refine the 
implementation strategy of current OAuth standard, and 
conduct research in securing high usability systems and 
services. A demonstration of our exploits is available at [6]. 
Also, we have already notified Dropbox security team about 
these exploits. 

II. RELATED WORK 
In this section, we cover existing work related to security 

analysis of Dropbox and previously published methods to 
obtain the key security tokens (Bearer Token).  

Kholia and Wegrzyn [1] analyzed Dropbox versions from 
1.1.x to 2.4.x. By reverse engineering Dropbox’s byte code, 
the authors were able to reveal the internal API and write a 
portable open-source Dropbox client. The internal API 
revealed that a key security token, host_id is used to replace 
all the necessary credential to access Dropbox’s website. The 
token is generated when user registers a device with Dropbox 
account. In this registration process, the end-user device is 
associated with the token which is used for all future 
authentication operations. In other words, Dropbox client 
doesn’t store or use user credentials once it has been linked to 
the user account. Host_id is not affected by password changes 
and it is stored locally on the end-user device.  

In older versions of Dropbox (< 1.2.48), this host_id was 
stored locally in clear-text in a SQLite database named 
config.db. By simply copying this SQLite database file to 
another machine, it was possible to gain access to the target 
user’s data. This attack vector is described in detail in [3]. 

From version 1.2.48 onward, Dropbox encrypted the 
config.db database. The secrets used in deriving the database 
encryption key are stored on the end-user device (local storage 



 

 

of such secrets can’t be avoided since Dropbox client depends 
on them to work). For a Windows client, DPAPI encryption 
[5] is used to protect the secrets, while a Linux client used a 
custom obfuscator designed by Dropbox. Kholia and Wegrzyn 
mentioned tools such as “dbx-keygen-linux” [4] that are 
capable of recovering the database encryption key, but since 
our goal was to create a novel method of obtaining the 
host_id, we did not verify the capability of these tools during 
our experiment.  

Another method described in the same paper [1] was to 
extract host_id from the Dropbox client by using Reflective 
DLL injection or LD_PRELOAD. The code snippet in Figure 
1 shows how this can be achieved.  

 
 

Figure 1: Extracting host_id from Dropbox as described in [1]. 

The code in Figure 1 examines the garbage collection 
objects within Dropbox client’s running process in order to 
obtain the decrypted host_id and host_int. In our experiment 
described in Section 3, we further discovered that examining 
garbage collection objects is not necessary, because host_id is 
unprotected and stored in plain text within runtime memory.  

Dropbox client has a feature for users to login to 
Dropbox’s website without providing any credentials. By 
selecting Launch Dropbox Website from the Dropbox tray 
icon, a custom URL is generated by hashing current time, 
host_id, and a fixed secret together as shown in Figure 2. 
Accessing the URL output takes one to the Dropbox account 
of the target user. This access URL also bypasses Dropbox’s 
two-factor authentication. This implies that only the host_id is 
needed to gain access to a target’s data stored in Dropbox. 

Since version 2.4.0 and onward, the above mentioned 
access URL based attack no longer works. It is due to the fact 
that the new mechanism Dropbox implemented rely on 
heavier obfuscation and random nonce (received from the 
server) to generate those auto-login URLs. However, in our 
experiment, we examined this new mechanism, and have 
successfully devised a method to exploit it and gain access to 
target’s Dropbox account. A detail of this novel exploit is 
described in Section 4. 

 
Figure 2: Custom URL, host_id and a fixed secret 

 

III. RAM ANALYSIS  
Inspired by the Reflective DLL injection attack described 

by [1], we decided to perform a RAM analysis in order to gain 
insight of the working status of a Dropbox client. We used the 
GNU Debugger (GDB) to generate a core dump of a running 
Dropbox process and we were able to find the key security 
token (“host_id”) in plain text as shown in Figure 3. 

 
Figure 3: A core dump of running Dropbox process shows the 

“host_id” in plain text 

IV. TRAY LOGIN EXPLOIT 
Since version 2.4.0 and onward, Dropbox clients no longer 

use a simple hashed URL to access Dropbox’s website. 
Instead, a HTML with the name dbx***.html is generated. 
The location of this file can be found by examining browser 
history as shown in Figure 4. In Linux, the file is stored under 
/tmp/ folder. This html file included three key variables to 
access Dropbox’s website as shown in Figure 5: “c”, “b”, and 

“value” (which is host_int in the older version). 

Variable “c” and “b” are two different SHA-256 hashed 
values generated by the Dropbox client. The exact mechanism 
of how these two variables are generated is unknown. Variable 
“c” is in plain text inside the HTML file, whereas variable “b” 
is in the URL link as highlighted in Figure 6. 

 



 

 

 
Figure 4: File location on Linux 

---------------------------------------------------------------------------------------------- 
. 

. 

. 
    <script type="text/javascript"> 
        (function () { 
            "use strict"; 
            function go() { 
                var c = 

'c56995950efbee29c84b37866bf65b467cf1820dd86870f931c4ba42236a6b1dd0439567da7fc334e3
e963'; 

                var b = window.location.hash.substr(1); 
                window.location.hash = ''; 
                var a = ''; 
                if (c.length !== b.length || (c.length % 2) !== 0) { 
                    a = '**' + c; // XXX - See note2 above 
. 
. 
. 
. 
<body> 
<form name="desktop_login" action="https://www.dropbox.com/desktop_login" 

method="post"> 
    <input type="hidden" name="i" value="871964756"> 
    <input id='n' type="hidden" name="n" value=""> 
    <input type="hidden" name="u" value="home"> 
    <input type="hidden" name="c" value=""> 
    <noscript> 
        <div class="center"> 
            <meta id="meta-refresh" http-equiv="refresh" 

content="2;URL='https://www.dropbox.com/login?cont=/home'"> 
            <p>Dropbox cannot log you in automatically because your browser 

has scripts disabled.</p> 
            <a href="https://www.dropbox.com/login?cont=/home">Sign in 

manually</a> 
        </div> 
    </noscript> 
</form> 
</body> 
</html> 

--------------------------------------------------------------------- 

Figure 5: “c”, “b” and “value” in the HTML file 

Figure 6: A part of the three security tokens 

In our experiment, we noticed that Dropbox clients remove 
this HTML from local device one minute after it is generated. 
The short life is designed to reduce exposure vulnerability. 
However, since all three value are stored unprotected, it is still 
very easy for automated script to transmit these variables to 
attacker before the file is deleted.  

Variable “b” and “c” are used to generate the access token 

“a”. This token can be used only one time. Therefore, it is 
crucial for attacker to prevent the token from transmitting to 
Dropbox’s server. An example attack flow is described below 
in Figure 7: 

 

Figure 7: Flow of the “tray login” exploit 

Step 1: Monitor the /tmp/ folder to find out about the 
HTML file generation, 

Step 2: Block user’s Internet when target HTML file is 
created to stop transmitting the secret values to Dropbox 
server, 

Step 3: Unblock user’s Internet, 

Step 4: Fetch key values, 

Step 5: Generate the access HTML file base on the key 
values, 

Step 6: Send the access HTML file back to attacker, 

      Step 7: Attacker can now access target’s Dropbox account. 

V. SOLUTION SKETCH 
To avoid future exploitations, we believe that these access 
tokens should become device specific. One implementation 
would be to include certain device specific information into 
the generation of hashed variable “b” or “c”, then verify client’s 
identity base on these information when the token is used to 
access the account. Also, we suggest to add the time of token 
creation into the hashed variable. This way the server would 
be able to reject access to tokens that are exposed and possibly 
compromised.  
 We believe the use of a single easily accessible 
crucial information, either the host_id used in previous 
Dropbox version, or the auto-generated dblxxxxxx.html file 
used currently, is not a good choice and pose a significant 
threat to the account security. To avoid future exploitations, an 
improvement in the implementation can be made as described 
below: 

Step 1 : Dropbox client app sends a secure HTTP 
request to the Dropbox server, including currently used user 
identification keys (b, c, and value) plus a randomly generated 
key string, 

Step 2 : Dropbox server processes the request, if user 

request is validated, then a URL link to user’s page is 
encrypted with the randomly generated key included in the 
client request, as a response to client,  
 



 

 

Step 3 : Dropbox client app decrypts the response 
with the key string, then open the URL in browser.  
 

This approach eliminates the generation of the 
dblxxxxx.html file, which made the timing of blocking user’s 
internet connection almost impossible. It also prevents 
attacker from obtaining sensitive information such as a user’s 
identification values or possible insight to the verification 
mechanism. 

VI. CONCLUSION AND FUTURE WORK 
Tray login is a convenient feature that we enjoy to use as a 

Dropbox user, but as we have shown in this paper, it can be a 
security threat throughout Dropbox’s client versions. 
Although, we believe that the use of a one-time only, short 
lived token is better then it’s previous approach that relies 
solely on the obfuscation of the host_id, the new 
implementation further lacks any effort in protecting the key 
variables. Therefore, it is now easier for an attacker to hijack a 
Dropbox account compared to the previous versions. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

Unlike the host_id, which required attackers to have root 
privilege in order to launch the attack, the new implementation 
only requires an attacker to access the browser history. We 
hope our work inspires the community to refine the 
implementation strategy of the current OAuth standard, and 
conduct research in securing high usability systems and 
services. 
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